Echelon Security Advisory Bulletin

ESA-20180417-04
SmartServer and i.LON 600 Plaintext Passwords
Overview
The SmartServer and i.LON 600 products store passwords in plaintext format. To restrict access to the
password file, Echelon recommends that integrators always change the username and password on
initial installation, and also recommends that all SmartServers be installed behind a firewall or on a
VLAN to minimize exposure to attackers.

Affected Products
All SmartServer 2, SmartServer 1, i.LON 100, and i.LON 600 products.

Vulnerability Overview
The SmartServer and i.LON 600 products are shipped with a default username and password of ilon /
ilon. If the default username or password is not changed when the SmartServer or i.LON 600 is installed
in a system, an attacker can use the default username and password to gain access to the SmartServer
or i.LON 600 file system via FTP and can replace the SmartServer or i.LON 600 firmware binaries and
modules with malicious versions to execute arbitrary code.. In addition, by default the SmartServer
WebParams.dat file does not restrict access to the SOAP API. For the SmartServer, an attacker can use
the SOAP API to retrieve the passwords from the WebParams.dat file. Using these usernames and
passwords, an attacker can access the SmartServer web user interface and can replace the SmartServer
firmware binaries and modules with malicious versions to execute arbitrary code.

Risk Evaluation
The risk is high with the default settings, but can be mitigated by changing the username and password
during the initial installation, restricting access to the SOAP API, and locating the SmartServer or i.LON
600 behind a firewall or on a VLAN as described in the next section.

Mitigation
During initial installation, change the username and password. To mitigate the impact of compromised
usernames and passwords, assign a unique username and password for every SmartServer and i.LON
600 for sites with multiple SmartServers and i.LON 600s. For the SmartServer and i.LON 100 products,
the procedure is described in Appendix C, Securing the SmartServer, of the SmartServer User’s Guide.
For the i.LON 600 products, the procedure is described in Appendix E, i.LON 600 Web Server Parameters
Application, of the i.LON 600 User’s Guide.
To restrict access to the SOAP API, add an “/WSDL/*:all:everywhere” entry under Realms in
WebParams.dat as described in Appendix C, Securing the SmartServer, of the SmartServer User’s Guide.
With this entry, the Realms entry will look as follows:
(Realms)
/user/Echelon/*:all:everywhere
/WSDL/*:all:everywhere
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To minimize exposure to attackers, install the SmartServer or i.LON 600 and any servers using the
SmartServer or i.LON 600 behind a firewall or on a VLAN without other devices. The VLAN approach
limits the threat vector from other internal devices and users that are not part of the same system with
the SmartServer or i.LON 600 and associated servers. When using a firewall, to minimize threat
exposure do not configure the firewall to do any port forwarding to the SmartServer or i.LON 600.
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PGP Signature
To send an encrypted communication to Echelon concerning any security vulnerability questions,
reports, or issues, use the following PGP key:
-----BEGIN PGP PUBLIC KEY BLOCK----mQENBFrCu+QBCADim1Dv1Xj+wYUMpniZM0J5Cv9VtBK95NrW3U956p6s6w/WAbBj=mgme
-----END PGP PUBLIC KEY BLOCK-----
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